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Overview of the CRA (Cyber Resilience Act) 

What organisations can expect  

A DevSecOps approach to address the CRA

3



Cloud Native CitizensBefore we start…

I'm sharing my technical understanding of these regulations 

This isn't legal advice - I'm not a lawyer! 

Every organization's situation is different 

Always consult legal experts for compliance decisions
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Cloud Native CitizensWho remembers ?
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7. April 2014 24. November 2021

https://www.heartbleed.com/ https://en.wikipedia.org/wiki/Log4Shell

CVE-2014-0160 CVE-2021-44228

https://nvd.nist.gov/vuln/detail/cve-2021-44228
https://www.cve.org/CVERecord?id=CVE-2014-0160
https://www.heartbleed.com/
https://en.wikipedia.org/wiki/Log4Shell
https://www.cve.org/CVERecord?id=CVE-2014-0160


Cloud Native CitizensWas it remediated?
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www.cyberark.com www.veracode.com

4 months later  
76% of Global 2000 organizations 
still vulnerable to Heartbleed 
 
April 2015  
74% remain unpatched

2 years later 
38% of applications still use 
vulnerable Log4j versions.

https://www.cyberark.com/de/press/hearts-still-bleed-vast-majority-of-global-2000-organizations-remain-vulnerable-to-heartbleed/
https://www.veracode.com/blog/state-of-log4j-vulnerabilities-how-much-did-log4shell-change/
https://en.wikipedia.org/wiki/Log4Shell
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for a secure digital product ?

Who is responsible
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Manufactures Consumers & Businesses

Limited incentive to invest in security   

No mandatory incident reporting

Limited access to security information  

Responsible for secure configuration 

Outside of sectors with existing regulations (medical devices, aviation, …)
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From the CRA factsheet

Ongoing Cyber threats

8CRA Factsheet

https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-factsheet
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16 December 2020

EU Cybersecurity Strategy
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EVERYONE should be able to 
safely live their digital lives.

The EU's Cybersecurity Strategy in the Digital Decade

https://digital-strategy.ec.europa.eu/en/library/eus-cybersecurity-strategy-digital-decade
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Existing regulations

Where does the CRA fit?
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NIS2 (Network and Information Security Directive) 

RED (Radio Equipment Directive) 

CRA covers all digital products with connectivity or digital elements across the entire EU 
market

https://www.telecomrevieweurope.com/articles/reports-and-coverage/nis2-directive-and-cyber-resilience-act-an-update-on-cybersecurity-standards/
https://single-market-economy.ec.europa.eu/sectors/electrical-and-electronic-engineering-industries-eei/radio-equipment-directive-red_en
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Overview of the CRA
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Factsheet

Cyber Resilience Act
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Ensure that products with digital elements placed on the EU market have fewer 
vulnerabilities and that manufacturers remain responsible for cybersecurity throughout a 
product’s life cycle 

Improve transparency on security of hardware and software products 

Business users and consumers benefit from better protection

CRA Factsheet

https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-factsheet
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Products with digital elements (PDE)

In scope
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Hardware products 

 
Software products 

…including their remote data processing solutions!

Benjamin Bögel 
The Regulators Are Coming: One Year On

https://archive.fosdem.org/2024/schedule/event/fosdem-2024-3683-the-regulators-are-coming-one-year-on/


Cloud Native CitizensOutside the scope
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Outright exclusions 

Benjamin Bögel 
The Regulators Are Coming: One Year On

Non-commercial products

Services

https://archive.fosdem.org/2024/schedule/event/fosdem-2024-3683-the-regulators-are-coming-one-year-on/


Cloud Native CitizensManufacturer’s obligation
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Cybersecurity is taken into account in planning, design, 
development, production, delivery and maintenance phase

All cybersecurity risks are documented;

Manufacturers will have to report actively exploited 
vulnerabilities and incidents

secure by default!

CRA Factsheet

https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-factsheet


Cloud Native CitizensManufacturer’s obligation
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Once sold, manufacturers must ensure that 
for the duration of the support period, 
vulnerabilities are handled effectively

Clear and understandable instructions for the use of products 
with digital elements

Security updates to be made 
available to users for the time 
the product is expected to be in use

CRA Factsheet

https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act-factsheet


Cloud Native CitizensIs the CRA relevant for 🇨🇭?

Swiss companies exporting to 
EU must comply with CRA

17
Homburger insights - EU Cyber Resilience Act's Impact on Swiss Companies

https://www.homburger.ch/en/insights/eu-cyber-resilience-acts-impact-on-swiss-companies
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Does your open-source project fall under the CRA?

Open-source projects

18Benjamin Bögel 
The Regulators Are Coming: One Year On

Providing OSS or merely 
contributing ?

Development in the 
course of a commercial activity  

(in the broad sense)?

Are you directly 
monetizing the 

project?

Legal person providing support 
to OSS intended for commercial 

activities?

providing

contributing

Manufacturer Open-source steward

yes

no

no

no

yesyes

https://archive.fosdem.org/2024/schedule/event/fosdem-2024-3683-the-regulators-are-coming-one-year-on/
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What organisations can expect 

19



Cloud Native CitizensCRA Timeline
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10 Dec 2024

11 Jun 2026

11. Sep 2026

11. Dec 2027

Entered into force

assessment body in place 
governments ready

Manufacturers must report

Regulation fully applies



Cloud Native CitizensReporting obligations

Actively exploited vulnerability in PDE that it becomes aware of: 

• Early warning < 24 hours 
• General info < 72 hours 
• Final report < 14 days after correction/mitigation available 

Notify for a severe incident: 

• Early warning < 24 hours,  
• Incident notification < 72 hours, 
• Final report < 1 month

21
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https://www.european-cyber-resilience-act.com/Cyber_Resilience_Act_Article_53_15.9.2022.html

Essential requirements Up to €15M or 2.5% turnover 

Other obligations Up to €10M or 2% turnover 

Misleading info Up to €5M or 1% turnover

https://www.european-cyber-resilience-act.com/Cyber_Resilience_Act_Article_53_15.9.2022.html


Cloud Native CitizensCE marking

Products will bear the CE marking to indicate that they comply with the CRA requirements.

23
https://www.cyberresilienceact.eu/how-to-obtain-a-ce-certificate-for-the-cra/

https://www.cyberresilienceact.eu/how-to-obtain-a-ce-certificate-for-the-cra/
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A DevSecOps approach to address the CRA
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Cloud Native Citizens
From DevOps
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you build it you run it



Cloud Native Citizens
to DevSecOps
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you protect ityou build it you run it
you care  
about it
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From DevOps
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https://www.dynatrace.com/news/blog/what-is-devops/
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to DevSecOps
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https://www.cloudbolt.io/data-center-automation/devsecops-tools

https://www.cloudbolt.io/data-center-automation/devsecops-tools/
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Shift  Left 
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https://devopedia.org/shift-left

security

https://devopedia.org/shift-left
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CNCF white paper on cloud native security

Shift  Down 

30

https://kubernetes.io/docs/concepts/security/cloud-native-security/

https://kubernetes.io/docs/concepts/security/cloud-native-security/
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CNCF white paper on cloud native security

Shift  Down 
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https://kubernetes.io/docs/concepts/security/cloud-native-security/

https://kubernetes.io/docs/concepts/security/cloud-native-security/
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Kubernetes security best practices

The 4C Security Model

32
https://www.cncf.io/blog/2022/02/14/kubernetes-security-best-practices-definitive-guide/

ContainerCode Cluster Cloud

https://www.cncf.io/blog/2022/02/14/kubernetes-security-best-practices-definitive-guide/
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Supply-chain Levels for Software Artifacts

SLSA

33
https://slsa.dev/

https://slsa.dev/
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Basic CI/CD Pipeline
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test build deploy
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Get ready for the CRA using automation and adequate tools

DevSecOps Pipeline

35

test build deploycode  
quality

vulnerability   
scanning

tracking signing

en
fo

rc
in

g



Cloud Native Citizens
Let’s replace the black boxes
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Examples based on open-source tools 
- many more exist, both free and commercial
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Quality and security checks at the lowest level

Code quality
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Quality and security checks at the lowest level

Base container
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Distroless

https://buildpacks.io/
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://github.com/GoogleContainerTools/distroless
https://www.chainguard.dev/
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Create SBOMs for vulnerability assessment

Vulnerability  scanning

39
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Create SBOMs for vulnerability assessment

Tracking
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Intelligent SBOM analysis platform for managing component risk

https://dependencytrack.org/

https://dependencytrack.org/
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Centralized platform for all SBOMs

Dependency Track

41
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Vulnerability audit

Dependency Track

42
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Use VEX to document your findings

Risk Management
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Vulnerability Exploitability eXchange

https://github.com/openvex/spec

http://www.apple.com/de/
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Using Dependency Track for analyzing and document your findings 

Risk Management

44
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Share your findings

Risk Management

45https://github.com/aquasecurity/vexhub

https://github.com/aquasecurity/vexhub
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Automated remediation?

46https://github.com/project-copacetic/copacetic

https://github.com/project-copacetic/copacetic
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Sign artifacts for supply chain security

Signing

47
https://github.com/sigstore/cosign

https://github.com/sigstore/cosign
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Open Container Initiative

OCI Artifacts

48https://opencontainers.org/

https://opencontainers.org/
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Enforce supply chain security policies for Kubernetes

Enforcing

49

https://kyverno.io/OPA gatekeeper

https://kyverno.io/
https://github.com/open-policy-agent/gatekeeper
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Get ready for the CRA using automation and adequate tools

DevSecOps Pipeline

50

test build deploycode  
quality

vulnerability   
scanning

tracking signing

en
fo

rc
in

g
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A development approach is not enough!

Beyond Build Pipelines

51

There is no absolute security

inspired by controlplane's KubeCon Europe 2025 talk

https://www.youtube.com/watch?v=D21yF0E-v2s
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CRA mandates ongoing security monitoring throughout the product lifecycle

Beyond Build Pipelines

Create SBOMs an a regular basis (each night) and scan for vulnerabilities 

Use a multilayer approach 

Configure notifications for critical security events that require rapid response 

Configure systems to automatically patch critical vulnerabilities or isolate affected 
components within CRA-mandated timeframes

52



Cloud Native CitizensA DevSecOps pipeline 

is no replacement for proper secure 
application design and architecture!
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Preventing Preventable Breaches

The CRA Promise
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https://www.blackduck.com/blog/equifax-apache-struts-vulnerability-cve-2017-5638.html
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Linux Foundation Training

CRA topics on FOSDEM

European Cyber Reslilience Act

Slides

https://training.linuxfoundation.org/express-learning/understanding-the-eu-cyber-resilience-act-cra-lfel1001/
https://fosdem.org/2025/search/?q=CRA
http://www.apple.com/de/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R2847
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A two-day workshop how to successfully 
integrate security into your DevOps processes

https://www.letsboot.ch/en-gb/course/devsecops

https://www.letsboot.ch/en-gb/course/devsecops
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Let's keep in touch
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marc@bespinian.io

mailto:marc@remmen.io

